
From: Gotto, Krista

Subject: Anthem Data Breach
Date: Friday, February 06, 2015 9:54:12 AM

This email is being sent to all of the Bookkeepers, Superintendents and Board of Managers
we have on file for the Egyptian Trust. If you received this email in error please forward to
the appropriate party and contact Krista Gotto (krista.gotto@meritain.com) of Meritain
Health to update the contact information.
 

Dear Employer Group:
Please see the message below from Susan Lehne at Healthlink concerning the Anthem
data breach. Should you have any questions please direct them to Susan Lehne at
Healthlink. Thank you.
 
 
Since the discovery of the issue, we have been working to identify impacted members and
groups.  Anthem is continuing to investigate the extent of the data breach, and doing
everything we can to ensure there is no further vulnerability to our database warehouses. 
Anthem has contracted with Mandiant – a global company specializing in the investigation
and resolution of cyber-attacks.  Anthem will work with Mandiant to ensure there are no
further vulnerability, identify gaps and strengthen security to all Anthem networks.  As a
member of HITRUST – a collaboration of health care, business and technology leaders
focused on creating a standardized security framework and information sharing system –
Anthem also immediately shared the indicators of the compromise with the HITRUST C3
(Cyber Threat Intelligence and incident Coordination Center).  The methods and techniques
used in the attack against Anthem were immediately shared with other health care
organizations, Health and Human Services (HHS) and other federal agencies in an
anonymous, sanitized manner via the HITRUST C3, as is standard procedure for members
of HITRUST, thus ensuring other organizations in health care could take proactive steps to
prevent themselves from also becoming a victim. Such sharing of information is what is
needed to stop the continuous onslaught by hackers against healthcare.
 
We are preparing notifications as required by state and federal regulations to impacted
members and self-insured groups.
 
We are not aware of any fraud that has occurred as a result of this incident against our
members, but all impacted members will be enrolled in identify repair services.  In
addition, impacted members will be provided information on how to enroll in free credit
monitoring.  Our investigation to date shows no provider or broker information as
accessed.
 
At this time, we do not have a breakdown of impacted consumers by state or business
line.
 
Consumers can find more information at www.anthemfacts.com
 
Anthem has created a hotline for customers to call for additional information 0-877-263-
7995
 
 
Susan Lehne
HealthLink Account Manager III
1831 Chestnut Street
St Louis Mo 63103
877-284-0101 ext 6177
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314-925-6177 (direct)
314-925-6641 (fax)


